30 N3340%03 33310)

EUROPEAN SECURITY AND

39300 3530

SECURITE ET DE DEFENSE

European Security and Defence College (ESDC)

The EU’s Cybersecurity Strategy for the
Digital Decade

(21-22/209/1)

PROGRAMME

10 May - 12 May 2022 - Hybrid form

Scuola di Perfezionamento per le Forze di Polizia, Roma, Italia
(Interagency Law Enforcement Academy of Advanced Studies, Rome, Italy)

Course Venue:
Piazza di Priscilla, 6, 00199 Roma RM, ltaly

Course Director
CC Corps Major General Giuseppe La Gala




DAY 1

Tuesday, 10 May 2022 (CEST)

08:30 - 09:00 Registration
Welcome coffee
09:00 - 10:00 Welcome address:
e M.Gen. Giuseppe La Gala, Director of the Interagency Law Enforcement
Academy of Advanced Studies, Italy
e Mr. Dirk Dubois, Head of the European Security and Defence
College/EEAS, Brussels
Opening Address, the European Security and Defence College and the Cyber
ETEE activities:
o Mr. Giuseppe Zuffanti, Cyber Training Manager - European Security and
Defence College/EEAS, Brussels
10:00 - 10:30 Informal Tour-de-Table and group photo
e Presentation of participants
SESSION 1 - Stability in the Global Environment: Analysis of the impact
of the cyber security in the global stability
10:30 - 11:30 e “The EU’s Cybersecurity Strategy in the context of the Global
Cybersecurity Strategy” - Prof. Joe Burton - Université Libre de Bruxelles-
30’ - presentation including Q&A (Vir)
e “The International Laws in the context of the EU’s Cybersecurity
Strategy” - Prof. Joanna Kulesza - University of Lodz Dpt of International
Law, Poland 30’ - presentation including Q&A (Res)
11:30 - 11:45 Coffee break
SESSION 2 - The EU’s Cybersecurity Strategy for the Digital Decade. The
overall objective of the EU’s Cybersecurity Strategy for the Digital
Decade and the EU Cyber Ecosystem
11:45 - 12:15 e “DG Connect “, Mr. Jakub DYSARZ, European Commission/DG Connect,
Brussels, 30’ - presentation including Q&A (Vir)
12:15 - 12:45 o “Diplomatic trainings in the Cyberdiplomacy arena”, Mr. Carlo NATALE,
EEAS, Brussels - 30’ - presentation including Q&A (Res)
12:45 - 13:45 Lunch break
SESSION 3 - Pillar 1: Resilience, technological sovereignty and
leadership. A reinforced presence on the technology supply chain,
Resilient infrastructure and critical service, Building a European Cyber
Shield
13:45 - 14:45 e “The cyber threat landscape in the energy supply chain”, Felipe Castro
Barrigon, Policy officer - Cybersecurity, European Commission -
Directorate General ENERGY, Brussels - 30’ - presentation including
Q&A (Res)
e  “EU-LISA”, Mr. Luca Zampaglione, EU-LISA European Union Agency for
the Operational Management of Large-Scale IT Systems in the Area of
Freedom, Security and Justice, Estonia 30’ - presentation including Q&A
(Res)
15:45 - 16:00 Coffee break
16:00 - 16:30 e “ENISA”, Mr. Stefano De Crescenzo, Head of Sector Operations and
Situational awareness/Team Leader for International Cooperation
(Operational Cooperation Unit - ENISA), Brussels - 30’ - presentation
including Q&A (Vir)
16:30 - 16:45 Closing remarks
19:30 - 21:00 Icebreaker Dinner




08:00 - 08:30 Welcome coffee

SESSION 3 - Pillar 1: Resilience, technological sovereignty and
leadership

08:30 - 11:00

“The exercise of criminal jurisdiction in virtual space”, Dott. Giovanni
Salvi, General Prosecutor Supreme Court of Cassation, Italy 30’ -
presentation including Q&A (Res)

e “The Italian National Cybersecurity Agency and its Contribution to
National Resilience”, Dott.ssa Nunzia Ciardi, Deputy of National
Cybersecurity Agency, Italy 30’ - presentation including Q&A (Res)

e  “Cyberdiplomacy: global and national efforts towards security in
cyberspace”, Dr.ssa Laura Carpini, Cyber/Digital Diplomacy -
Cybersecurity coordinator Minister for Foreign Affairs and
International Cooperation, Italy 30’ - presentation including Q&A (Res)

e “ECTEG”, Mr. Yves Van Dermeer, European Cybercrime Training and
Education Group (ECTEG), Brussels 30’ - presentation including Q&A
(Res)

e  “Cyber resilience in the maritime ecosystem”, Prof. Nineta Polemi,
University of Piraeus, Greece - 30’ - presentation including Q&A (Res)

11:00 - 11:10 Coffee break

SESSION 4 - Pillar 2: Building operational capacity to prevent, deter

and respond

11:10 - 12:40 e “EDA”, Mr. David Lopes Antunes, European Defence Agency (EDA),
Brussels 30’ - presentation including Q&A (Res)

e “The military contribution to critical infrastructure defence”, C.V.
Micheli Andrea, Head of CERT - Security and Cyber Defence Unit of
the Network Operations Command (COR), Italy 30’ - presentation
including Q&A (Res)

e “EUMS”, Mr. Jerome DAEMS, European Union Military Staff (EUMS),
Brussels - 30’ - presentation including Q&A (Res)

12:40 - 13:40 Lunch break

13:40 - 15:40 e “EEAS”, Mrs. Eugenia Karatari, European External Action Service,
(EEAS)/EU-SITROOM, Brussels 30’ - presentation including Q&A(vir)

e “Human-Tech approach enabling sovereignty and resilience”, Dr.
Tommaso Profeta, Head of the Cyber Security Division at Leonardo
company, Italy 30’ - presentation including Q&A (Res)

e ‘“Organizational requirements for engineering digital components in
critical infrastructures”, Prof. Paolo Spagnoletti, Associate Professor
of Information Systems and Organization of LUISS University, Italy 30’
- presentation including Q&A (Res)

e “EUROCONTROL CERT”, Mr. Patrick Mana, Cyber-Security Program
Manager - EATM - CERT, EUROCONTROL, Brussels 30’ - presentation
including Q&A (Res)

15:40 - 15:50 Coffee break

15:50 - 17:30 e “The role of Law enforcement structures in the construction of a
European Cybershield, the Italian experience”, Dr. Ivano Gabrielli,
Director of Director of Italian National Postal and Communication
Police - Public Security Department, Italy 30’ - presentation including
Q&A (Res)

e “EUROPOL”, Mr. Emmanuel Kessler, EUROPOL, The Netherland - 30’ -
presentation including Q&A (Vir)

e  “The Italian National Cybersecurity Agency and its Contribution to the
National and European Strategic Autonomy”, Dott. Roberto Baldoni,
Head of National Cybersecurity Agency, Italy 30’ - presentation
including Q&A (Res)

17:30 - 17:45 Closing remarks




08:45 - 09:15

Welcome coffee

SESSION 5 - Pillar 2: Building operational capacity to prevent, deter

and respond

09:15 - 10:50

“CERT EU “, Mr. Saad Khadi and Mr. Rogier Holla, CERT-EU, Brussels
- 45’ - presentation including Q&A (Res)

“The Joint Cyber Unit and the Toolbox”, Mrs. Katarzyna Czop , EEAS,
Brussels - 30’ - presentation including Q&A (vir)

“EEAS: The Cyberdefence”, Mr. Litvaitis Arturas, EEAS, Brussels - 20’
- presentation including Q&A (vir)

10:50 - 11:15

Coffee break

SESSION 5 - Pillar 3 : Advancing a global and open Cyberspace

11:15 - 11:45

“EUISS”, Mr. Nils Berglund, EUISS - EU Institute for Security Studies,
Brussels - 30’ - presentation including Q&A (vir)

11:45 - 12:15

Coffee break

12:15 - 12:45

“Funding on external capacity buildings”, Mr. Ondrej Vosatka,
European Commission - FPI, Brussels - 30’ - presentation including
Q&A (vir)

12.45 - 13.45

Lunch break

13:45 - 14:45

“EU-NATO cooperation”, Mrs. Mariya Dellevska, EEAS/SECDEFPOL.2
Partnerships and Task Force NATO, Brussels - 30’ - presentation
including Q&aA (vir)

“Cybercrime capacity building priorities”, Ms. Denise Mazzolani,
Council of Europe, Strasbourg - 30’ - presentation including Q&A (vir)

SESSION 6 - The EU Approach in the Hybrid threats: The conceptual

framework on hybrid threats and the interaction with cyber

14:45 - 15:15

“Joint Research Centre”, Mr. Georgios Giannopoulos, European
Commission Directorate General JRC, Italy - 30’ - presentation
including Q&A (vir)

15:15 - 15:30

Coffee break

Certificate Ceremony

15:30 - 16:00

M.Gen. Giuseppe La Gala, CC Corps Major General, Director of the
Interagency Law Enforcement Academy of Advanced Studies, Italy
Mr. Giuseppe Zuffanti, Cyber Training Manager - European Security
and Defence College/EEAS, Brussels

16:00 - 16:30

Closing Remarks - End of the Course
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